Essay-4 human error

Precis: Humans as presumably sentient beings unconditionally feel anxious whenever something unexpected
happens, particularly if it also results in unacceptable outcomes. One thousand years ago the Muslim scholar Ibn
Hazm (994-1064) wrote that “The chief motive of all human actions is the desire to avoid anxiety.” In the 19th
century the great German philosopher (Friedrich Nietzsche (1844-1900) elaborated “To trace something unfamiliar
back to something familiar is at once a relief, a comfort and a satisfaction, while it also produces a feeling of
power. The unfamiliar involves danger, anxiety and care -the fundamental instinct is to get rid of these painful
circumstances. First principle - any explanation is better than none at all.” In their attempts to find a socially
acceptable cause people usually, and involuntarily, make an efficiency-thoroughness trade-off and settle for the
cause that represents the default explanation in the current age of safety, cf. Table 1. This is why the preferred
cause in the second age of safety became human error. It was first of all convenient, it was also immediately
understood and accepted by others. And it finally corroborated with the common experience that we all sometimes
unintentiionally act in a way that leads to UUOs.

Professors Andrew Hale and Jan Hovden (Hale & Hovden,1998) defined the second age of safety thinking as the
age of human factors(Figure 1 and Table 1 in the third essay).

The original version of the domino model (Heinrich, 1959) included Fault of Person as the second domino piece,
defined as in Figure 1 and Table 1.

Heinrich provided a description ofthe five factors or steps in an accident sequence:Second essay Table 2. The
second factor “fault of person” was desceibed as follows:”Inherited or acquired faults of a person; such as
recklessness, violent temper, nervousness, excitability, inconsiderateness, ignorance of safe practice, etc.,
constitute proximate reasons for committing unsafe acts or for the existence of mechanical or physical
hazards.”Today this would be considered psychological weaknesses, rather than human error in the current fashion,
this is clear if it is compared e.g., to the <generic Error modelling System ‘(GEMS) derscribed below.

Ever since human factors were adopted by safety studies as described in the third essay, there has been a bias
in the preference for using human error to at least partly explain why work and actions that usually result in EAOs,
occasionally, but very rarely produce UUOs. The bias is the assumption that there exists something called human
error about which meaningful questions can be asked - and answered! human error thereby gets the status of a
concrete phenomenon similar to, for instance, decision making. It is, however, obvious that human error does not
refer to something observable, in the way that decision making does. Decision denotes the activity of making a
decision as well as the assumed cognitive functions behind that. There are many theories of decision making,
ranging from normative decision theory (homo economicus) to various descriptive theories, such as Simon’s
satisficing, (Simon, 19xx) Lindblom’s muddling through (Lindblom, 19xx) and Klein’s naturalistic decision making
(Klein, 1993) as well as mixed approaches (Tversky, 1972). (The activity of making a decision is observable in an
everyday meaning of the term. The underrlying cognitive functons must, of couse, be inferred, but since everyone
has tried to make a decision, the inference is not very difficult to make. Lindblom (1959) made a distinction
between two approaches as seen in Table 2.
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Table 1: Two completely different approaches to decision making (Lindblom, 1959, p. 81)

Rational-comprehensive (root) approach Successive Limited Comparisons (Branch) approach
Clarification of values or objectives distinct from and Selection of value goals and empirical analysis of the
usually prerequisite to empirical analysis of alternative |needed action are not distinct from one another but are
policies. closely intertwined.

Policy-formulation is therefore approached through
means-end analysis: First the ends arc isolated, then the
means to achieve them are sought.

Since means and ends are not distinct, means-end
analysis is often inappropriate or limited.

The test of a "good” policy is typically that various
The test of a "good" policy is that it can be shown to be |analysts find themselves directly agreeing on a policy
the most appropriate means to desired ends. (without their agreeing that it is the most appropriate
means to an agreed objective).

Analysis is drastically limited:
* Important possible outcomes are neglected.
* Important alternative potential policies are
neglected.
* Important affected values are neglected.

Analysis is comprehensive; every important relevant
factor is taken into account.

A succession of comparisons greatly reduces or
eliminates reliance on theory.

Compared to decision making, there are practically no theories of human error, and there obviously cannot be a
normative theory about the ideal way to make a human error.There are, of course quite a few descriptive theories
Best known of these is, without a doubt James Reason’s terminological distinction between mistakes, defined as
deficiencies or failures in the judgmental and/or inferential processes in the selection of an objective or in the
specification of the means to achieve it, irrespective of whether or not the actions directed by this decision-scheme
run according to plan. (Reason, 1990) additionally distinguished between slips and lapses, and violations as
illustrated by Figure 2. These terminological proposals do, however, not constitue an articulated theory of human
error as such. result from a failure in the execution and/or storage stage of an action sequence, regardless of
whether or not the plan which guided them was adequate to achieve its objective.where the plan or intention to act
is inadequate, even if the action goes exactly as intended and performance deficiencies, where the plan is
satisfactory, but the execution fails. With further distinctions between slips, lapses, and violations. These
terminological proposals do, however, not constitue an articulated theory of human error. Reason’s terminology was
later combined with the Skill-bases, Rule-based, Knowledge-based (SRK) framework developed by Rasmussen
(19xx), resulting in the following typology

» Skill-based (SB): slips and lapses, usually errors of inattention or misplaced attention

* Rule-based (RB): mistakes, usually a result of picking an inappropriate rule caused by misconstrued view of

state, over-zealous pattern matching, frequency gambling, deficient rules

* Knowledge-based (KB): mistakes, due to incomplete/inaccurate understanding of system, confirmation bias,

overconfidence, cognitive strain.

The SRK framework, is however itself without any theorerical foundation, so although the combination of the
SRK framework with Reason’s error types was called a Generic Error modelling System (GEMS), it is actually not even
a (descriptive) model of human error, and cannot replace a theory either, impressively looking flowcharts
notwithstanding.

Phenotypes and genotypes
The distinction between error phenotypes and possible error genotypes is more systematic, yet not a theory as

such. The phenotypes can bebased on the experience from FMEA and FMECA, an therefore have an undisputed
empirical basis, even though it is still far from being a theory, let alone a model of human error. somewhat more
systematic treatment of human error, yet not a theory as such. What (Reason, 1990) described, the acronym GEMS
notwithstanding was neither a theory or model of human error, but essentially a systematic classfication system
Figure 1 does not in any way explain how human errors happen, but just how they can or should be categorised.
Violations have recent yearws attracted renewed interest, but now go by the name of non-compliance.

Theory is often heavily relied upon.
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Positive and negative connotations.
Most of the terminology used to describe the occurrence of human error unsurprisingly have negative

connotations, cf. Heinrich. Terms such as violations, deviations, and non-compliance are all negatively loaded. This
is in good agreement with the safety legacy. Human error is mainly used to explain UUOs, and since UUOs have a
negative valence, it is only to be expected that the same goes for their putative causes. This is indeed one of the
seven biases of safety thinking (Hollnagel, 2026).

Reason used the negatively loaded term violations. But this raises an interesting psychological problem. If a
person intentionally tries to do something that differs from rules, procedures, or safetystandards, then to do it is
exactlky what the person had in mind and can theregore not in itself be considered an error.

“violations are actions taken by ‘bad’ people.” (Alper & Karsh, 2009, p. 1). A violation definitely has a negative
connotation, in the same way as deviation. The very names imply, that such acts were intentional, done on purpose,
hence done by ‘bad’ people. Replacing violations with non-compliance offered a few additional nuances, as shown
in Table 3.

The distinction between genotype and phenotypes, makes it possible to categorise both the ways in which the
UUOs can show themselves and the possible underlying reasons, hence a rudimentary theory of human error. One
example seen in Table 2.

Table 2: Phenotypes with generic and specific genotypes (Hollhagel, 1998).

Phenotype Generic genotype Specific genotype

Communicatiphon failure Inadequate procedure Earlier omission

Timing / duration

Faulty diagnosis

Inattention

Trapping error

Inadequate plan

Observation missed

Access limitations

Inadequate procedure

Communication failure Inattention Trapping error
Sequence - - -
Faulty diagnosis Memory failure
Inadequate plan Wrong identification
Communication failure Ambiguous label
Force Communication failure Convention conflict

Inadequate plan

Incorrect label

Distance / Magnitude

Communication failure

Ambiguous label

Communication failure

Convention conflict

Faulty diagnosis

Incorrect label

Communication failure

Inadequate plan

Distraction Inadequate procedure ]
Speed - - - - None defined
Equipment failure Observation missed
Faulty diagnosis
Communication failure Inadequate procedure Ambiguous label
Direction Faulty diagnosis Inattention Convention conflict

Inadequate plan

Observation missed

Incorrect label

Wrong object

Access problems

Inadequate procedure

Communication failure

Inattention

Wrong identification

Performance variability

Inadequate plan

Observation missed

Ambiguous label
Incorrect label
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Table 3: Categories of non-compliance (Hudson et al., (2008)

Type of non-compliance Description/example

Unintended forms of non-compliance

Unintended Understanding failure when people have a different understanding of what the procedure is and
what they have to do.

Unintended Awareness failure when people are unaware of the existence of a rule or procedure and
therefore work without any reference to it.

Intended forms of non-compliance

Situational non-compliance when the situation makes it impossible to do the job and be compliant,
e.g., because of insufficient time or resources.

Optimizing non-compliance for individuals take short-cuts believing that this will achieve what they believe
company benefit the company, and their managers, really want;

Optimizing  non-compliance  for | short-cuts taken to achieve purely personal goals;
personal benefit

Exceptional non-compliance short-cuts if the formal procedures is too difficult to follow under specific,
and usually novel, circumstances

, Basic errar Attentional failures
v types Intrusion

— slip | A Omission
L 1, Reversal

' Misordering

r Mistiming

.| Unintended
7| action

Memory failures

] Omitting planned ftems
Lapse | Place-losing

B g ! Forgetting intentions

L

ssiciar Rule-based mistakes

» Mistake L—p Misapplication of good rule
L | Application of bad rule

Knowledge-based mistakes
Many verbal forms

Intended
action

A 4

s ______ = Routine violation
Violation:-—p Exceptional violations
L Acts of sabotage

v

Figure 1: (Reason, 1990) error types.

The main problem with the SRK framework, apart from the lack of clear definition of what Skills, Rules, and
Kowledge mean, respectively, is that no one intentionally chooses to work on a specific level, just as no one chooses
to think fast or slow according to Kahneman’s (2011) theory, if they do it must ironically by definition be by thinking
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fast. People adjust their peformance, or mode of working and thinking to the condtitions without much, if any
deliberation. If they perceive a risky unusual situation, they may try to trade-off efficiency for thoroughness, but
never as an explicit choice not to be thorough. Reason’s GEMS provides the following categories of human error:

® Mistakes: (e.g., following a bad checklist)These are further broken down into:

» Slips: Observable, unintended actions (e.g., flipping the wrong switch).
* Lapses: Internal memory failures (e.g., forgetting to complete a step), and
* Violations: Intentional deviations from rules, procedures, or safety

In all cases decision making is regarded as a function. As a rule | will assume that functions, such as decision
making, can be detected or seen in a straightforward way by an observer - although they may not be directly
observable from a more stringent philosophical point of view, or open to introspection.

human error is, however, not a function, but a cause (or, to be precise: an assumed cause). We can use the
term in a functional sense, as when we say that someone is making a mistake or an error. But in neither case is the
human error an activity, nor the result of an intention. It is simply a contradiction of any reasonable definition to
say that a person can make an error intentionally. It would therefore also be meaningless to call it a function. It
may be argued that human error characterises the outcome of an action rather than the cause. But classifying an
outcome as a human error is a misuse of the terminology. What is meant is rather that the outcome was agreed to
be caused by a human error. Neither can the human error be the activity that leads to the outcome. We cannot
classify an activity as being a human error, since that would assume that making the error was intentional. As that is
not the case, it will be more correct to classify the activity as a failure to accomplish the intended outcome.

As a cause, human error must be inferred from observations rather than observed directly, just as causality,
according to David Hume is metaphysical rather than physical. Other examples of such non-observables are “goal”,
“memory”, etc. This requires that it is possible specify the observations from which the inferences are made. These
observations will normally be about a particular performance or segment of a performance. We may observe the
performance of a person, classify it as being incorrect, and determine the cause to be a human error. But in no case
can we observe the human error directly.

Since human error is inferred, it is not necessarily unique. Another way of saying this is by noting that human
error is just one explanation out of several possible for an observed performance (or more precisely, a part of an
actual performance description, cf. Hollnagel , Pedersen & Rasmussen, 1981). The analysis is normally carried just
far enough to find a plausible explanation. If an explanation, which refers to the technological parts of the system,
cannot be found the category human error is used instead (cf. Rasmussen, 1981) and also (Hale & Hovden, 1998, and
also Chapter 9). It is only when the analysis is carried beyond this point that we may realise that an explanation in
terms of human error is insufficient.

Since my major source of experience is operators in control of a complex process (for instance, a nuclear power
plant), | will assume that the focus is on what conventionally was called human-machine systems, now referred to as
socio-technical systems, or joint cognitive systems (Hollnagel & Woods, 2xxx) we deal with is a Man-Machine System
(MMS) that functions as a process control system. By an MMS | mean a system that is composed of one or more
operators and one or more machines (usually computers) that are designed to support the control of the process. A
particular example of this approach is the Cognitive Systems Engineering (cf. Hollnagel & Woods, 1983; Hollnagel &
Woods, 2005; Woods & Hollhagel, 2006).

When the performance at work is observed (and evaluated) a mismatch may be detected between the actual
and the intended system states, or between the achieved results and the goal. The detection of this mismatch
presumes that a description of the intended system state (or goal) is available. The mismatch is assumed not to be
random, and therefore to have an identifiable cause. Finding the cause amounts to accounting for the observed
difference betaween expected and actual performance. If faults in the technological parts of the system cannot be
found, the solution is generality to assign the variance (or residual variance) to people at the sharp end, hence to
use human error as an explanation.

The detection of this mismatch is thus the observational basis for inferring the existence of a human error. It
should be noted that if there is no observed mismatch, then there is little or no motivation to look for a cause.
Variations in performance do not necessarily lead to undesired outcomes, hence mismatches. In fact they are
usually an indispensable part of work that goes well. They may, for instance, be detected and corrected, at an early
stage or the environment can be sufficiently friendly and forgiving. There will consequently be many cases of
performance variability that remain unnoticed. From the point of view of a theory of human error they are,
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however, just as important as the cases where a mismatch is observed, and should therefore be accounted for by it.
The opposite of what reason claimed.

The crucial point thus is a mismatch between intended and actual outcomes of an action. If the functional
analysis is carried one step further, it will show that the cause of the mismatch can be located either in the
selection of the goal for the action (the formation of the intention) or in the execution of the actions designed to
achieve that goal. One may even distinguish between a larger number of categories by using one of the models of
human decision making, or a theory of human performance. But this actually reduces the need for a specific theory
of human error, since the observed discrepancies instead can be explained by referring to, for instance, a
performance theory. That may furthermore have the virtue of focusing on the situation and context in which the
MMS must function, and the interaction between its inherent characteristics and the environmental constraints.

Observed mismatches in performance are always caused, in the sense that they can be analysed until the
necessary and sufficient conditions, at least according to the underlying model or theory for their occurrence have
been established. In some cases they may be classified as random, but that just means that the natural performance
variability is sufficient to account for the mismatch, hence that no definite “other” cause has been identified or is
require by the explanatory framework in use.

Since errors are not intentional, and since we do not need a particular theory of errors, it is meaningless to talk
about mechanisms that produce errors. If the insatiable need for causes compel us to look for causes or
"mechanisms”, we should rather be concerned with whatever may be used to explain everyday work that goes well.
If we are going to use the term psychological mechanisms at all, we should refer to possible “faults” in the
functioning of how our minds usually function rather than to “error producing mechanisms”. We must not forget
that in a theory of action, the very same mechanisms must also account for the correct performance which is the
rule rather than the exception.

Even though we do not yet have a sustainable“theory of error, it makes sense to distinguish between
endogenous and exogenous causes for UUOs. There are certainly cases where an UUO can be attributed to external
causes, such as a bad interface design, interruptions, lack of operational support, incorrect information, time
pressure etc. Similarly, there are cases where the causes are of an internal rather than external nature. In most
cases the cause is, however, best described as a mixture. Stress, for instance, is often caused by (situationally)
unreasonable demands to the operator. And deficiencies in the design of the interface may often be compensated
by the adaptability of the operator (cf. Taylor & Garvey, 1959). Replacing a theory of error with a general theory of
human action increases rather than reduces the importance of both internal and external causes, and emphasises
the need to carry the analysis as far as possible.

To conclude, a theory of error must be a theory of the interaction between human performance variability and
the situational constraints.

12.2: Terminology And Taxonomies

Other dimensions can easily be found, and several complete taxonomies are available. One good example is the
CSNI taxonomy (cf. Rasmussen et at., 1981), which is an attempt to characterise the situation where a mismatch
occurs, rather than the “human errors”. In this taxonomy human error is simply one of the many possible causes for
a reported incident. Other taxonomies can rather easily be suggested once a proper theoretical background has
been established. The choice of a taxonomy must depend on the purpose of the description, e.g., whether one
wants to reduce the frequency of reported incidents, or improve the understanding of human decision making.

Before the key terms are defined, it is important to make sure that they are properly selected. One can, of
course, make a pot pourri of terms that are normally used to characterise situations where humans make mistakes
or errors, and then define them, e.g., by using a recognised dictionary. But if the definitions are to serve a purpose,
it is essential that they have a common basis, for instance a theory. By the same rationale it also is essential that
the terms have a common basis.

To repeat what has been said above, | believe we must develop forward a theory of Human Action rather than
one forhuman error, and that this should be used for selecting and defining the key terms. Such a theory is not yet
available, but | will nevertheless attempt to give a definition of some of the terms the organisers have listed, using
intentional action as a basis.

Assuming that we can establish a theory of human action rather than human error, any predictions must be
about such actions, rather than their outcomes, either EAOs or UUOs. Theories must specifically be about the
variability of human action that can lead to UUOs. We can, of course, make a count of the instances where an
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operator makes a mistake, i.e., and attribute the cause of the mismatch to a human error. But that does not mean
that it is sensible to attempt to assess the reliability of the operator, even if we refrain from considering the
operator in mechanistic terms. Making such a count furthermore assumes that a meaningful measurement has been
defined.

12.3: Predictions of error
It is obvious for anyone who has worked with the reliability aspect of people at the sharp end, that the

occurrence and frequency of what is called human errors depend more on the actual conditions of work (transitory
Performance Shaping Factors, than on any stable inherent characteristic, or failure probability of individuals. Simple
quantitative measures, such as error rates, are therefore inadequate and even misleading. Instead we need detailed
and consistent descriptions of the conditions where mismatches occur. Such qualitative descriptions may eventually
be used as a basis for more straightforward measurements.

With regard to the specific questions relating to prediction, it is at our present state of knowledge only possible
to predict the frequency of mismatches and typical conditions at a place of work. We know from experimental
psychology, particularly the studies of attention and performance, that there are important regularities, as diurnal
variations, situation dependencies, etc. Even though most data come from simplified laboratory situations, there is
no reason to assume that they cannot be applied to realistic work situations. This has been confirmed, for instance,
by studies of shift-work. It is also highly plausible that there are significant individual differences in how a person
relies on making efficiency-thoroughness trade-offs.

To summarise, making predictions requires a clear description of what the predictions are about. Unless
frequencies and probabilities are sufficient, one must have a theory, or at least a good set of hypotheses, in order
to make the predictions. It is furthermore logical that predictions cannot be about causes, unless we assume a
strictly deterministic world with permanently fixed cause-effect relations. Any prediction must therefore be about
outcomes, i.e., observed mismatches and the manifestations of the absence of safety, and possibly about whatever
actions may have led to them. In the sense that human errors are assumed to be causes, we cannot make
predictions of human errors.

From a practical point of view the most important question is less how mismatches can be explained, and more
but about how they can be prevented. One clue to this is found in the cases where mismatches do not occur, either
because they are detected and corrected by people, or because the system is sufficiently forgiving. It would be
reasonable to look further into these possibilities tor prevent mismatches, hence to prevent future UUOs.

There are probably very many ways in which a place of work can be designed to facilitate the detection and
correction of unintended performance variability. A good working theory of human action is invaluable in this
respect, since it makes it possible to indicate more precisely when and how interventions to change the course of
action can be made. It is probably better to design for general detection and correction rather than for specific
prevention. The experience from all types of process control clearly shows that Murphy’s law cannot be beaten.

However, even if the best of systems has been designed, there will remain a basic variability in human
performance that will lead to mismatches when the circumstances are right (or wrong, rather). If the operator was
turned into an automaton (or even replaced by one, see the third essay), we might produce an error-free system,
provided the degree of complexity was sufficiently low. But that is the crux of the matter. The mismatches may
occur not just because of mistakes made by the operator during operation, but also because of mistakes made by
the designer during earlier phases, or of those who are responsible for work management. These mistakes would not
be contained unless a theory of human action was applied to literally every aspect of the system.

It is not enough to go behind human error (as advised by Woods et al.(2010) because that tacitly acknowledges
that human error is a legitimate concept and phenomenon, otherwise one could not go behind it. It is instead
necessary to leave the concept of human error completely and go beyond it. People have been obsessed with
human error since the time of Cicero who in the year 43 BCE in a speech against Marcus Antonius uttered the famous
words "errare humanum est”, but errare means both to stray and to err. which in this context is quite ironic,
because it is staying on the path of simple linear reasoning, rather than straying from it that is the “cause of the
error” (yet to argue so unfortunately remains within the paradigm). human error as a result of simplified linear
reasoning is, perhaps, the only kind of human error that is real. By continuing to do so we also disregard the second
part of Cicero's famous statement, which was "nullius nisi insipienestis in errore perseverare” (Sometimes also
rendered as "sed in errore perseverare turpe est"), meaning "but only a fool perseveres."(The way out of this is the
solution on the other hand fairly simple as explained in this short poem by the Danish polymath Piet Hein: "The road
to wisdom? Well, it's plain and simple to express: err and err and err again, but less and less and less.” This short
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poem clearly represents a Safety-l and decremental safety perspective. A revised version to represent a Safety-II
and incremental safety perspective, could be ” The road to safety -- Well it’s plain as everyone can tell, try and try
and try again, and learn from what goes well.”

It is possible to argue that it is being seduced or sucked in by oversimplified cause-effect thinking
(unfortunately an inseparable part of most investigation methods) that is wrong - without that human error would
not exist! So it is staying on the path rather than straying from it that is the “error”. The worst example is probably
the attempt of St. Thomas of Aquinas to prove the existence of God by reasoning backward to the first cause of why
we are here in the world. It clearly shows the drawbacks of thinking or reasoning within a constrained paradigm.
Staying on the path, hence continuing what is wrong,whether it is going backward or forward is precisely what
Cicero warned about, but that part has rather conveniently been forgotten.
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Long-term knowledge . An operator who finds out how to control the plant for himself, without explicit
training, uses a set of propositions about possible process behavior, from which he generates strategies to try (e.g,
Bainbridge. 1981). Similarly an operator will only be able to generate successful new strategies for unusual
situations if he has an adequate knowledge of the process. There are two problems with this for machine-minding
operators. One is that efficient retrieval of knowledge from long-term memory depends on frequency of use
(consider any subject which you passed an examination at school and have not thought about since). The other is
that this type of knowledge

Performance variability as putty

When WAI is compared to WAD, there is always a small gap or discrepancy. The two never match completely
(Hollnagel, 2017). So just as when bricks are put together to build a wall or a house, something is needed to fill out
and cover the gaps. The alternative would be to ensure that the bricks fit perfectly together like Lego blocks or the
stones in the walls of the pyramids, Roman bridges or Japanese castles. But it is far easier to use putty to fill out
the gaps and in this way disguise the differences. In the context of human-machine systems, human performance

variability plays the role of putty and helps to ensure that the wall works as it should and looks complete
particularly when it has been in place for some years.

Conclusion: The irony of human factors

As this paper hopefully has demonstrated,human factors as such therefore comprise five ironies, one for each of
training and design plus three for automation. The overall irony for human factors is that it considers human
performance variability as a liability and, even though it is an asset without which few systems would work.
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WAI and WAD

Origins, Shorrock WP

Hej, nu kan jeg igen ikke bruge mit dankort. jeg ved godt at der er en maxgranse, men det ville vare fint. hvis
det ogsa fremgik af kontooversigten
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